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Hackers are increasingly becoming more 
sophisticated. Phishing schemes are on the rise and 

ransomware is one of the newest threats to all 
businesses. There is a cost to every cyber-attack whether it’s 
money, data, and/or loss of time and resources. Join us for 
this cybersecurity update and learn more about what threats 
are out there lurking around your business waiting to attack 
your vulnerability. We’ll also discuss best practices that you 

may consider in addressing your business’s
cyber security issues. 

Course Description



Learning Objectives

Identify and define key cybersecurity threats to businesses of 
all sizes;

Explore specific examples of real cybersecurity threats;

Learn about best practices in addressing cyber security 
issues; and

Understand where businesses can find credible resources to 
protect their business.

Participants will:



Brief Overview

• Malware

• Phishing

• Social 
Engineering

• Malicious Spam

What

• Hackers 

• Thieves

Who
• Employees

• Mobile 
Technologies

• Weak Passwords

• Vendors

Point of Entry



Privacy Breach

Notification 
costs

Credit 
monitoring

Call center 
services

Forensics

Crisis response

Legal fees

Defense costs  and 
settlement expenses

Regulatory fines 
and/or assessments



Privacy Breach Statistics

• Humans caused 53% of losses

 Hackers caused 31% of 
incidents 

 Insider involvement in 32% of 
incidents

 Third parties accounted for 
25% of incidents

• Information targeted – Personally 
Identifiable Information (PII) 
most frequently exposed

• $964.31 - average cost per record 

• $499,719 – average cost of crisis 
services 

 forensic,

 notification, and

 legal guidance etc. 

• $434,354 – average cost of legal 
defense 

• $880,839 – average cost of legal 
settlement

NetDiligence® 2015 Cyber Claims Study



Malware Defined

Malware is malicious software that works to 
take full control of a victim’s computer and 
encrypt all files that are stored on the machine, 
rendering it unusable and inaccessible without 
the encryption key.

Includes:
• Computer viruses
• Worms
• Trojan horses



Is This Email Legitimate?



Phishing Example
Unknown 

company or 
email address

Grammar 
errors

Links in 
email

Popular 
Company



Red Flags in Phishing Emails

Spelling errors Grammar errors Links in email

Threats
Spoofing popular 

websites or 
companies

Using web 
addresses similar 

to well-known 
companies



Red Flags in Phishing Emails

Ask yourself….

Solution – Think Before You Click

Do I know the person 
that sent me the 

email?

Is there a reason why 
they would send this 

to me?

Does the message 
have a general 

greeting?

Does the message ask 
me to do something 

(like login to an 
account, or open an 

attachment)?



Ransomware Defined

Ransomware is a form of malicious 
software that locks and restricts access to 
the infected computer.  The malicious 
software  will then display a message that 
demands a ransom or payment to remove 
the restriction.



Ransomware - Some Statistics

• Ransomware attacks more than doubled in 
2014, from 4.1 million in 2013, to 8.8 million

• File-encrypting ransomware (“crypto-
ransomware”)  grew from 8,274 in 2013 to 
373,342 in 2014 

Symantec Internet Security Threat Report, April 2015



Crypto-Ransomware

As a threat, Crypto-Ransomware grew exponentially at 45 times 
greater in 2014 over 2013:

Cryptolocker Cryptodefense

Cryptowall



Cryptolocker Claim

Scenario:

Cryptolocker virus 
detected by IT

Request for employee 
to shut down system –
occurred within 10 
minutes of detection

IT confiscated laptop

Employee had no access 
to files on hard drive

Outcome:

4 days to recover files 
from hard drive 

Costs?

4 days of reduced 
productivity

Time and expense 
for IT department to 
recover data

Loss of IT resources 
during recovery



Social Engineering Defined

Social Engineering means (in the context of 
security) the art of manipulating people to 
divulge confidential information. 

e-commerce involving targeting servers 
and backend databases

Malware is hosted on web servers and 
distributed by phishing attacks or “drive-
by” downloads



Point of Entry:  Employees

Studies show that 30% of data 
breaches result from human 

error or negligence



Point of Entry:  Mobile Technologies

100% of mobile applications tested 
by Trustwave for their 2014 Global 

Security Report had 
at least 1 vulnerability



Point of Entry:  Weak Passwords  

Weak passwords contributed to 
31% of compromises investigated by 
Trustwave for their 2014 Global 
Security Report



Point of Entry:  Vendors

In 46% of incident response 
investigations, a major component of IT 
support was outsourced to a third party 
responsible for system support

Trustwave 2014 Global Security Report



Resources

Privacy and 
Data Security 

Scams and 
Fraud 

Network 
Security 

Website 
Security 

Email Mobile Devices Employees Facility Security 

Operational 
Security 

Payment Cards 
Incident 

Response and 
Reporting 

Policy 
Development, 
Management 

Federal Communications Commission – Small Biz Cyber Planner 2.0



Snapshot:  Federal Communications Commission –

Small Biz Cyber Planner 2.0



Snapshot:  Federal Communications Commission –

Small Biz Cyber Planner 2.0

Description 
of Topic

Question

Click



Snapshot:  Federal Communications Commission –

Small Biz Cyber Planner 2.0

Don’t forget to consult with 
a qualified cyber security 

professional



Snapshot:  Federal Communications Commission –

Small Biz Cyber Planner 2.0

Excerpt from the FCC Small Biz Cyber Planner 2.0



Snapshot:  Federal Communications Commission –

Small Biz Cyber Planner 2.0

Definition excerpt from the FCC Small Biz Cyber Planner 2.0

Definition 
Section



Resources

Federal Trade Commission- The Red Flags Rule

The Red Flags Rule requires many 
businesses and organizations to implement 

a written Identity Theft Prevention 
Program designed to detect the warning 
signs – or red flags – of identity theft in 

their day-to-day operations.

https://www.ftc.gov     

https://www.ftc.gov/tips-advice/business-center/guidance/fighting-identity-theft-red-flags-rule-how-guide-business


Resources

• www.fcc.gov
• www.ftc.gov
• A cybersecurity professional
• Legal counsel
• Your broker
• Your insurance company

http://www.fcc.gov/
http://www.ftc.gov/
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